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Project Background

(Vs
§ Raise IT Security Awareness Enhance IT Security of e Formulate an IT Security Baseline
E and Knowledge Developed Applications for the Social Welfare Sector
o)
o
&_/'__ IT Security Training : qg IT Security Audit & Allb |T Security Practice Guide
222 ®M Management \  Scanning ==’ MW Guidelines for NGOs in the
» B General staff B Pre-scanning Social Welfare Sector
0 W T staff B General Patching B Toolkit with templates and
< B Assistance for fixing the IT security scanning
= IT Security Portal identified vulnerabilities software
=l ¥ \Website B Compliance Check (i.e.
a) ) .
B [T Security News Post-scanning)
B [T Security Practice
Guide and Toolkit
2.0 _ ' 8 Large NGOs
'4% % § PIIZO; Zgjcj)id 6 Medium NGOs
o 8 Small NGOs
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Project Deliverable 1 —
IT Security Portal Website

770

I https://itsecurity.hkcss.org.hk
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IT Security Portal Website for Knowledge Sharing

Opened to all the 170 subvented NGOs
o Sty Pt ot for e St st in late October 2021

Pilot Project of Information Technology Security Audit for

the Welfare Sector in Hong Kong

Version 0.4.8 \ l /

™ Total No. of Visits: 267,904
s & Total No. of Visitors: 41,742

. - ¥, Total No. of Downloads: 1558
IT Security Practice Guide
& Toolkit (September 2020 - July 2022)

IT Security Training Materials
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@ WELFARE SECTOR IT SECURITY F X | |

G tnl ] https:/fitsecu rity.hkcss.org.hk

#

HKCSS#

WELFARE SECTOR IT SECURITY PORTAL

HKCERT Urges Local IT Users to
Patch Apache “Log4j”
Vulnerability ASAP

(Hong Kong, 16 December 2021) The Hong Kong
Computer Emergency Response Team Coordination
Centre (HKCERT) of the Hong Kong Productivity ...

ABOUT[ KNOWLEDGE ]PRACTICE GUIDE & TOOLKIT  TRAINING  ENQUIRY

Knowledge

Most employees reusing
personal passwords to protect
corporate data

A research conducted by MylLogin surveyed 1,000
employees and 1,000 business leaders, found that 85% of

employees are reusing passwords ...

A4
h-J

Synology: Multiple products
impacted by OpenSSL RCE
vulnerability

Synology has revealed that some of their product has
been affected by recently disclosed remote code

execution and denial of ...
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@ Login - WELFARE SECTOR ITSEC X | |

G @ [ https:/itsecurity. hkess.org.hk/login/

#

HKCSS WELFARE SECTOR IT SECURITY PORTAL ABOUT

Login

Please login before
accessing the IT Security
Practice Guide/ Toolkit
and attaining IT security
training online

KNOWLEDGE PRACTICE GUIDE & TOOLKIT

A @ v tE

[m]

TRAINING ENQUIRY EN| | A&LOGIN

/Username or E-mail

Password

Keep me signed in
J

~

The login information
had been sent to the official
e-mail address of each NGO

in late October 2021

1
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Project Deliverable 2 —
IT Security Practice Guide/ Toolkit
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IT Security Practice Guide

9. Mobile Security

10. Remote Access/Work from Home
11. Security Risk Assessment and Audit
12. Insider Threats

13. Vendor Management

14. Awareness and Training

15. Incident Response

16. Business Continuity Management
17. Log Management and Monitoring

N i e | i

Asset Value Security Risk Assessment Resilience
Attributes Info. Classification Security Patches Accessed By

3 --— Intermediate " Advanced —

Security Levels

IT Security Governance

Password Control and Authentication
Websites and Web Applications

Data Management

Computer Networks Security

Email Security

Cloud Computing Security

Physical Security

17

Security Domains
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IT Security Practice Guide

Different Security Levels would be recommended
for various IT assets in different natures

Remote Access/Work from Home
Advanced
Security Level: E = Elementary, I = Intermediate, A = Advanced

1 | Access to vour home computer’s desktop and mobile v v v
devices should at least be password protected, and the
password should be strong one.

. 2 | Update vour personal devices antivirus solution with an v v
Intermediate updated signature and update vour software and operating
systems.
3 | Encrypt devices and other media that contain sensitive v

personal information. Includes laptops, tablets, smartphones,
removable drives, and cloud storage solutions. Disk

encryption or folder encryption also helps protect
information on stolen or compromised computers.

Elementary

|:I:
B A B BB W p 12
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簡報者
簡報註解
Elementary - The basic good practices
Intermediate - More good practices will be covered
Advanced - The comprehensive good practices will be covered


IT Security Practice Guide

Determination of Security Level based on IT Asset’s attributes

I ]

Security Risk System
Assessment Upd ate

IT Asset Attribute

Very Low Public Periodically Regularly High Availability Own «
Low Internal Over 3 Years Planned Drill-Tested Public 4—
Medium Restricted Once Outdated Backup Own & Partners 4—
High Confidential No Plan Not Sure Not Available own & Public 4_

— High Score

Security Level - Intermediate Advanced

Low Score



簡報者
簡報註解
Based on the 6 attributes of IT assets to determine 3 measures of risk component : “ Impact”, “Threat” and “Likelihood”.
3 security level: “Elementary”, “Intermediate”, and “Advanced”


Case Study — Organization Website

— | | | | |

q Asset Info. Security Risk System re Accessed
IT ASSEt AttrlbUte [ Value [ Class?fitc)ation ] [ Aicsl;rslsx\eﬁt ] [ Update ] [ Resilience ] [ By ]

Very Low Public Periodically Regularly High Availability Own

Low Internal Over 3 Years Planned Drill-Tested Public
Medium Restricted Once Outdated Backup Own & Partners
[ High Confidential No Plan Not Sure Not Available || own & Public

R Tl R EY R EN R £

Low Score — High Score

Security Level - Intermediate Advanced

)
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Case Study — Event Management System (Online Enrollment)

— | | | |

|

. Asset Info. Security Risk System - Accessed
IT ASSEt AttrlbUte [ Value [ Classification ] [ Assessment ] [ Update ] [ Resilience ] [ By
Very Low Public Periodically Regularly High Availability Own
Low Internal Over 3 Years Planned Drill-Tested Public
Medium Restricted Once Outdated Backup Own & Partners
[ High Confidential No Plan Not Sure Not Available || own & Public

AR E R R EY R EY R £

Low Score — High Score

Security Level - Intermediate Advanced

v L
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Case Study — Fixed Asset Management System (internal, Stand-alone PC)

Risk Component

— | | | | |

. Asset Info. Security Risk System - Accessed
IT ASSEt AttrlbUte [ Value [ Classification ] [ Assessment ] [ Update ] [ Resilience ] [ By
[ Very Low Public Periodically Regularly High Availability Own
Low Internal Over 3 Years Planned Drill-Tested Public
Medium Restricted Once Outdated Backup Own & Partners
High Confidential No Plan Not Sure Not Available || own & Public

— High Score

Security Level -

Low Score

Intermediate Advanced

)
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1
2
3
4

IT Asset Valuation Calculator

B

Asset Information

Asset Value

Info. Classification
(Confidentiality)

Security Risk
Assessment

Sys. Update
(Integrity)

Resilience

Accessed By

Consequence

Vulnerabilities

Probability

Security

Elementary

Intermediate

Advanced

(Availability) (Impact) (Threat) (Likelihood) Score (3-7) (8-11) (12 - 15)
Organization Website High Public Once Regularly Backup Own & Public Medium Low Very High 10 10
Event Management System High Restricted Once Outdated Drill Tested Own & Public Very High High High 13 13
|Fixed Asset Management System Very Low Internal Once Outdated Backup Own Very Low High Low 7 7

Asset Information

Security

Intermediate

Elementary

Advanced

Score (3-7) (8 - 11) (12 - 15)
Organization Website 10 10
Event Management System 13 13
Fixed Asset Management System 7 7
B e o 17
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Download IT Security Practice Guide/ IT Asset Valuation

[im] | 9 WELFARE SECTOR IT SECURITY ¥ X H— 0 : ) .
<~ C (R %) https://fitsecurity.hkcss.org.hk . . e . - g
ABOUT KNOWLEDGE[ PRACTICE GUIDE & TOOLKIT] TRAINING ENQUIRY EN| % &Demo User

(:
HKCSS WELFARE SECTOR IT SECURITY PORTAL

IT Security Practice Guide & Toolkit

IT Security Practice Guide & Toolkit

B

IT Security Practice Guide
PRACTICE GUIDE
Size Download E=3

Title
a e [ Download ]

IT Security Practice Guide for the Social Welfare Sector v1.0 (20210416)

349.99 KB Download

a Embeded templates & documents in Practices Guide - English
a 8.1. IT Asset Valuation e [ Download ]
a Download

37.82KB

8.2.1. Security Incident Reporting Form
\
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IT Security Toolkit

Templates and Checklists

IT Asset Valuation

Security Incident Reporting Form
Information security incident reporting
Vendor Risk Assessment Management
Record

NGO IT Audit Checklist

Seven Habits of Cyber Security
Security Risk Assessment Guidelines

IT Security Scanning Tools

WinAudit

VeraCrypt

OWASP Zed Attack Proxy (ZAP)
Nessus Essentials

NMap Zenmap Security Scanner
Logging Made Easy

Kali Linux

19



Download IT Security Templates/ Checklists

(im] | © WELFARE SECTOR IT SECURITY © X ‘Jr = a x
& C @ (%1 https://itsecurity.hkess.org.hk L AN @ = F 3
HKCSi WELFARE SECTOR IT SECURITY PORTAL ABOUT KNOWLEDGE |PRACTICE GUIDE & TOOLKIT | TRAINING ENQUIRY EN| t$ &Demo User

IT Security Practice Guide & Toolkit

2
B B -

IT Security Practice Guide  Templates and Checklists  IT Security Scanning Tools

IT Security Practice Guide & Toolkit

SECURITY TOOLS

PRACTICE GUIDE

Title Size Download e

B 8.5. Seven Habits of Cyber Security 2836 KB

Title Size Download E-3
B WinAudit 29075 KB Download
B IT Security Practice Guide for the Social Welfare Sector v1.0 (20210416) 343 MB
B VeraCrypt 6129 KB Download
Embeded templates & documents in Practices Guide - English 349.99 KB
a QWASP Zed Attack Proxy (ZAP) 15975 KB Download
B 8.1 IT Asset Valuation 27503 KB Download
i 128.83 Download
a 8.2.1. Security Incident Reporting Form 3782 KB Download a Messus Essentials e
. 8.2.2. Information security incident reporting 36.69 KB B NMap Zenmap Security Scanner 7744 KB Download
s
B 8.3. Vendor Risk Assessment Management Record 2089 KB Download B Logging Made Easy 17649 KB
B 8.4. NGO IT Audit Checklist 16.86 KB
a Kali Linux 11714 KB Dawnload
Download
Download

a 8.6. Security Risk Assessment Guidelines

HKCSS
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Project Deliverable 3 —
IT Security Training

KCS

S
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IT Security Training - Management ;.

B To raise information security awareness

B To learn the best practices of information security
management policies and workflows

B To learn to consider resources input and allocation priority

B To understand the IT Security Practice Guide for the
Social Welfare Sector

B To allow an interactive exchange of experiences and problems

|:I:
B A B BB W p 22
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IT Security Training - Management

Insider Threat SingHealth hacking incident 2018

No conscious
decision in action

20 July 2018 | SingHealth and CSA
announced a SingHealth hacking case

Conscious decision in action

a8 & & * 1.5M non-medical patient data illegally

Kl s Negligent Accidental accessed and copied (including Prime
Minister Lee Hsien Loong)

Motive to harm No motive to harm

* Attack started with a user workstation

* Planned and Organised Attack —
Advanced Persistent Threat (APT)

* Data copied but not contaminated

FrN EEREESERE ( SingHealth )

1
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簡報者
簡報註解
內容個案例子,入心嘅解釋,洗道機構有一個對，資訊保安，題目嘅反思
知道一點的Incident.嘅嚴重性 
使機構
可能就係因為哩個唔小心可能引致一個好大嘅影響
新加坡發生最大規模駭客攻擊事件
新加坡醫療保健集團（SingHealth）



IT Security Training - Management

High Impact
A

Q4
Mitigate
Power failure
Water leakage
Hacker break in
internal system

Ql

Avoid Loss

Ransomware / Data
leakage via USB

Low Likelihood

Accept

Q3

Mitigate

Office PC breakdown

Q2

Low Impact

®»  High Likelihood

Low Likelihood

Build your own Risk Control Matrix

Flood
Power failurs

Web defacement

(for reference only)

High Impact
Admin Account &
compromise Ransomware
Web app Business email
hacked compromise
Server Data leakage
breakdown DDoS via USB

Spying on rights
organisation

Phishing

General
malware attack

IP Theft
for NGO

User PC
breakdown

#»  High Likelihood

Data leakage
via mobile
device

User Account
compromise

Low Impact

HKESS

B A B BB W p 24
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簡報者
簡報註解
帶出咗風險  俾一啲參考嘅方法令到管理層可以分析得到安排有關嘅風險
更清晰, 資源運用
用兩個層面 嘅分析響同埋發生機會界定不同風險嘅管理策略


IT Security Training — General Staff Q

B To learn Cyber Security basic concept
B To share Cyber Security status and recent incidents

B To learn external cyber threat analysis and security advice such
as social engineering scams, malware, browser and mobile

security issues

B To learn internal cyber threat analysis and security advice such
as data leakage, BYOD and WFH risks

|:I:
B A B BB W p
Information Technology Resource Centre
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IT Security Training - General Staff

ishing Attac

Email phishing is the most traditional means of
phishing, using an email urging you to reply or
follow-up by other means. Web links, phone
numbers, or malware attachments can be used.

Phishing attackers pretend to be a trusted
institution or individual in an attempt to persuade
victims to expose personal data and other valuables.

Attacker sends an
email to the victim

Phishing ways: Typical scenario:

* Spam phishing o 54
* Spear phishin
p p g Attacker Vietim
2L Lo e B Bitacker uses \ Attacker collects Wictim clicks on the
{ H J EMAIL%’ Bi?_\-"ij ’:F'%J credentials victinvs credentials email and goes o
Dntu.edutw) Add contact 2013/3/8 08:31 588 4 website the phishinEUEE S
" e

ﬂ'l..\n ﬁ’]..., 1T

¢ This message is High Priority.

B_Shd you need to expand the e mail quota

= ek il sk ¥e lost and your mailbox dosed. If you have
not updated your e-mail accou 1013, you must do it now. You can expand to 10GE email
quota fimit clicking on the hyperfink below to upgrade your account;

21%EANE % [ I E

Thanks \
@ h i :
fe URL: //decs.google.com/a/blumail.org/spreadsheet/viewform

HKCSS
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簡報者
簡報註解
得注意嘅事項 日上工作上
因為譬如話，網絡釣魚軟件 繞過防火牆嘅 可以發揮作用的層面範圍 


IT Security Training - General Staff

E= )57/ 0D0X. - B . COM; Joavar _MONgose
(function( fi dow.bbox) {window.bbox={ partId:®, partGujs
A ——— ) ng){console.log(a}}}},message: func

oServerUrlBase+"images/ajax_loader_bord

;bb% ("#bbox-root").append(a) }if (b===undef
log("bbox.notifyError():

age() ;bbox.comment(a)}},initDebu

var b=this;b.log("bbox.showForm() p

=a}b.message("");if(b._partld){bbox.s

log("bbox.render adding css link: "+i [

§ \rel:"stylesheet”,title:m,href:_MongoServ

S0t") [OF

AN

A major ransomware attack has affected dozens of international
NGOs and their records of private donations, but details of the hit
on a US fundraising platform are scarce, and two weeks after bein
warned some aid groups are yet to notify their donors or the

| public,

BYOD

ERING YOUR OWN DEVICE

B
: ==y
E
| |
o
S ]
-

HKCSS
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簡報者
簡報註解
新常態 遠離工作範圍 是用公司的電腦 規管 勞動
透過培訓令到一般員工有所警醒


IT Security Training — IT Staff :,

B To learn how to control and manage information security

B To learn the routine housekeeping work and monitoring
required

B To learn the techniques of detecting vulnerabilities/ security
breach, and how to respond when there is a security incident

B To learn up-to-date IT security technology

B To understand resource/ cost impact on IT security measures

28



IT Security Training - IT Staff

Threat, Vulnerability & Attack

SR, System
L"""T"'ﬂ Vulnerablllty

@

Threat ~ ATTACK Sensitive
Actors Y DATA /
y  human SERVICE
Vulnerability
Data

Case Study : Ransomware Attack

Background: A European biomolecular research
institute involved in COVID-19 related
research was infected Ryuk Ransomware.

1. A student tries to download a “Crack”
version of a data visualization software tool

Debvering weaporimed bundie ta the
¥hetim wia emall, wet, USE, e,

2. A security alert was triggered from A
Windows Defender

3. The student disabled the Windows

Defender and firewall, then download the
software again.

4. A malicious info-stealer was downloaded
to student’s computer

ACTIONS ON DBIECTIVES
With *Hans an Keyboand acess,
rirudors accomplich their eriginal gaak
1
HKCSS

B A B BB W p
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Coupling exploit with backdeor
into delivarabla payload

Explaitng 3 wulnerability to axecute
eode on vieEm's system

COMMAND & CONTROL (C2)

Coenmand charrel o ramote
manipulation of victim

29


簡報者
簡報註解
Empower 資訊科技員工去追求保安上的一些 能力，及多一Ｄ理解, 
有 skill transfer , 點解親嘅過程軟件  勒索軟件 入侵過程, 怎樣發生，可以提供預防及偵測
戒備的能力


IT Security Training - IT Staff

Exercise 1: Using OWASP ZAP
( Open Web Application Security Project)

1. Launch XAMPP - T

Scgn  Tpols  frofile  Help

Start ApaCh e a nd MYSQL HE'IB;I:E'I Comm:néwlzam 53"5‘.“1 GDEI:‘SCQD mﬂﬁ?a I:ll.lg PE
Itense Scam on scanmenmap.ong LFLE7.22.3 1000010 wap.yuma.ret 2arndoz yuma.net 3
Launch ZAP o " ’ L

[+] [sen]
Open Browser with ZAP Proxy

Nmap /Zenmap

Target ﬂwap.yuma.nelzardm.yumanel Frofile: |intense Scan

Command: | reap T Aggressive -4 scanme nmap.org 17167.22.3 10,0.0.10 wap.yuma net Zardoz, yum;

Hosts Servicas [Forts (] Humll.rnq: Dutput| Hast Detalls |Scan Dutall:l

Al o

How many findings identified? (HINTS: Alerts)

Exercise 1: My First Scan

Launch Nessus Web Client

Login Nessus (admin, ITStaff2021)
New Scan

Click Advanced Scan

Type “Exercisel” in Name

L 171672203

4 1m0l

& wapyumanat 19;
M zardozyurna.net |

Alered ports: 0

Closed ports: 2

Scamned ports: 5

Up tirme: 3920659

Last boot: SaC 0T 27 10:38:07 2007

W Addrasses

IPedi 20521715362
L
MAL:

= Hostnamaes

Name - Type: SCanmenmap.org - FTR

= Operating System

Kame; Linux 26,20-1 [Fedara Core 31

[ Ports usad

»

Go to testing web site (http://127.0.0.1:5080/test) as [wes Vs A =

1

AN EWwWwRNRe

Type 127.0.0.1 in Targets

B A B BB W p 30
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簡報者
簡報註解
定期自我素描，找出漏洞


im]
&

Online Training

9. Training - WELFARE SECTORITS % | - - fu X
O ] 5] https://itsecurity.hkcss.org.hk/training/ A& 18 fz .=
.t_
HKCS;’# WELFARE SECTOR IT SECURITY PORTAL ABOUT KNOWLEDGE PRACTICE GUIDE & TOOLKIT | TRAINING | ENQUIRY EN| @ &Demo User

CYBER SECURITY MANAGEMENT TRAINING VIDEO

| Cyber Security Management Training for Welfare Sector Part1

“hkpc f;ﬁ

,L e Click to watch

training video

Cyber Security Managem
Training for Welfare Sec

CYBER SECURITY MANAGEMENT TRAINING
Title Size Download o

Click to download [
presentation file

h HKCSS_Mgmt_Training-HKCSS

I3

|:I:
iss
B A B BB W p
Information Technology Resource Centre
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Recommendations

Strengthen IT governance and formulate IT security policy

Incorporate IT security as an integral part of digitalization of

social services

e.g. performing Security Risk Assessment and Audit (SRAA) regularly, planning and budgeting for
vulnerability fixing/ system updating, protection of IT assets, detection of cybersecurity incidents

Build the mind-set and awareness of IT security in the

organization
e.g. by training, phishing e-mail drill

Get prepared for emergency response

e.g. system recovery, maintaining public relationship, stakeholder management

|:I:
s B 8 M 32
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ITRC contact point

Ricky Fung
Deputy General Manager

T: 2922 9268
E: ricky.fung@hkcss.org.hk

Eric Tang

Manager, Project Management
T: 2922 9263
E: eric.tang@hkcss.org.hk

Peter Cheung

Analyst Programmer
1. 2922 9264
E: peter.cheung@hkcss.org.hk

KCS

S
B A B BB W p
Information Technology Resource Centre
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