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Project Background
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1 Raise IT Security Awareness
and Knowledge
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2 Enhance IT Security of 
Developed Applications 3 Formulate an IT Security Baseline 

for the Social Welfare Sector
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IT Security Practice Guide
 Guidelines for NGOs in the 

Social Welfare Sector
 Toolkit with templates and 

IT security scanning 
software

IT Security Training
 Management
 General staff
 IT staff

IT Security Audit & 
Scanning
 Pre-scanning
 General Patching
 Assistance for fixing the 

identified vulnerabilities
 Compliance Check (i.e. 

Post-scanning)

IT Security Portal 
Website
 IT Security News
 IT Security Practice 

Guide and Toolkit
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s Pilot Project
22 NGOs

8 Large NGOs
6 Medium NGOs
8 Small NGOs
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Project Deliverables2



Project Deliverable 1 –
IT Security Portal Website  
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https://itsecurity.hkcss.org.hk



IT Security Portal Website for Knowledge Sharing
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Total No. of Visits: 267,904
Total No. of Visitors: 41,742
Total No. of Downloads: 1558
(September 2020 - July 2022)

IT Security Practice Guide 
& Toolkit

IT Security News and Tips

IT Security Training Materials

Opened to all the 170 subvented NGOs
in late October 2021
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1

2

The login information 
had been sent to the official 
e-mail address of each NGO 

in late October 2021

Please login before 
accessing the IT Security 
Practice Guide/ Toolkit 

and attaining IT security 
training online
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Project Deliverable 2 –
IT Security Practice Guide/ Toolkit



IT Security Practice Guide
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1. IT Security Governance
2. Password Control and Authentication
3. Websites and Web Applications
4. Data Management
5. Computer Networks Security
6. Email Security
7. Cloud Computing Security
8. Physical Security

17 
Security Domains

9. Mobile Security
10. Remote Access/Work from Home
11. Security Risk Assessment and Audit
12. Insider Threats
13. Vendor Management
14. Awareness and Training
15. Incident Response
16. Business Continuity Management
17. Log Management and Monitoring

Elementary Intermediate Advanced

Impact Threat Likelihood

Asset Value
Info. Classification

Security Risk Assessment
Security Patches

Resilience
Accessed By

6 
Attributes

3 
Security Levels



IT Security Practice Guide
Different Security Levels would be recommended
for various IT assets in different natures
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Elementary

Intermediate

Advanced

簡報者
簡報註解
Elementary - The basic good practices
Intermediate - More good practices will be covered
Advanced - The comprehensive good practices will be covered
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IT Asset Attribute

Risk Component Impact

Asset 
Value

Info. 
Classification

Threat

Security Risk 
Assessment

System 
Update

Likelihood

Resilience Accessed 
By 

Very Low

Low

Medium

High

Public

Internal

Restricted

Confidential

Periodically

Over 3 Years

Once

No Plan

Regularly

Planned

Outdated

Not Sure

High Availability

Drill-Tested

Backup

Not Available

Own

Public

Own & Partners

Own & Public

Score

1

2

3

4

Elementary Intermediate Advanced

High ScoreLow Score

Security Level

IT Security Practice Guide
Determination of Security Level based on IT Asset’s attributes

簡報者
簡報註解
Based on the 6 attributes of IT assets to determine 3 measures of risk component : “ Impact”, “Threat” and “Likelihood”.
3 security level: “Elementary”, “Intermediate”, and “Advanced”
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IT Asset Attribute

Risk Component Impact

Asset 
Value

Info. 
Classification

Threat

Security Risk 
Assessment

System 
Update

Likelihood

Resilience Accessed 
By 

Very Low

Low

Medium

High

Public

Internal

Restricted

Confidential

Periodically

Over 3 Years

Once

No Plan

Regularly

Planned

Outdated

Not Sure

High Availability

Drill-Tested

Backup

Not Available

Own

Public

Own & Partners

Own & Public

Elementary Intermediate Advanced

High ScoreLow Score

Security Level

Score

1

2

3

4

4 1 3 1

Case Study – Organization Website

3 4

10
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IT Asset Attribute

Risk Component Impact

Asset 
Value

Info. 
Classification

Threat

Security Risk 
Assessment

System 
Update

Likelihood

Resilience Accessed 
By 

Very Low

Low

Medium

High

Public

Internal

Restricted

Confidential

Periodically

Over 3 Years

Once

No Plan

Regularly

Planned

Outdated

Not Sure

High Availability

Drill-Tested

Backup

Not Available

Own

Public

Own & Partners

Own & Public

Elementary Intermediate Advanced

High ScoreLow Score

Security Level

Score

1

2

3

4

4 3 3 3

Case Study – Event Management System (Online Enrollment)

2 4

13
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IT Asset Attribute

Risk Component Impact

Asset 
Value

Info. 
Classification

Threat

Security Risk 
Assessment

System 
Update

Likelihood

Resilience Accessed 
By 

Very Low

Low

Medium

High

Public

Internal

Restricted

Confidential

Periodically

Over 3 Years

Once

No Plan

Regularly

Planned

Outdated

Not Sure

High Availability

Drill-Tested

Backup

Not Available

Own

Public

Own & Partners

Own & Public

Elementary Intermediate Advanced

High ScoreLow Score

Security Level

Score

1

2

3

4

1 2 3 3

Case Study – Fixed Asset Management System (Internal, Stand-alone PC)

3 1

7



IT Asset Valuation Calculator
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Download IT Security Practice Guide/ IT Asset Valuation

18

1

2

3

3



19

IT Security Toolkit

Templates and Checklists

 IT Asset Valuation
 Security Incident Reporting Form
 Information security incident reporting
 Vendor Risk Assessment Management 

Record
 NGO IT Audit Checklist
 Seven Habits of Cyber Security
 Security Risk Assessment Guidelines

IT Security Scanning Tools

 WinAudit
 VeraCrypt
 OWASP Zed Attack Proxy (ZAP)
 Nessus Essentials
 NMap Zenmap Security Scanner
 Logging Made Easy
 Kali Linux



Download IT Security Templates/ Checklists
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Project Deliverable 3 –
IT Security Training



IT Security Training - Management
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 To raise information security awareness

 To learn the best practices of information security 
management policies and workflows

 To learn to consider resources input and allocation priority

 To understand the IT Security Practice Guide for the 
Social Welfare Sector

 To allow an interactive exchange of experiences and problems
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IT Security Training - Management

新加坡醫療保健集團（SingHealth）

簡報者
簡報註解
內容個案例子,入心嘅解釋,洗道機構有一個對，資訊保安，題目嘅反思
知道一點的Incident.嘅嚴重性 
使機構
可能就係因為哩個唔小心可能引致一個好大嘅影響
新加坡發生最大規模駭客攻擊事件
新加坡醫療保健集團（SingHealth）
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IT Security Training - Management

簡報者
簡報註解
帶出咗風險  俾一啲參考嘅方法令到管理層可以分析得到安排有關嘅風險
更清晰, 資源運用
用兩個層面 嘅分析響同埋發生機會界定不同風險嘅管理策略



IT Security Training – General Staff
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 To learn Cyber Security basic concept

 To share Cyber Security status and recent incidents

 To learn external cyber threat analysis and security advice such 
as social engineering scams, malware, browser and mobile 
security issues

 To learn internal cyber threat analysis and security advice such 
as data leakage, BYOD and WFH risks
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IT Security Training - General Staff

簡報者
簡報註解
得注意嘅事項 日上工作上
因為譬如話，網絡釣魚軟件 繞過防火牆嘅 可以發揮作用的層面範圍 
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IT Security Training - General Staff

簡報者
簡報註解
新常態 遠離工作範圍 是用公司的電腦 規管 勞動
透過培訓令到一般員工有所警醒



IT Security Training – IT Staff

28

 To learn how to control and manage information security

 To learn the routine housekeeping work and monitoring 
required

 To learn the techniques of detecting vulnerabilities/ security 
breach, and how to respond when there is a security incident

 To learn up-to-date IT security technology 

 To understand resource/ cost impact on IT security measures
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IT Security Training - IT Staff

簡報者
簡報註解
Empower 資訊科技員工去追求保安上的一些 能力，及多一Ｄ理解, 
有 skill transfer , 點解親嘅過程軟件  勒索軟件 入侵過程, 怎樣發生，可以提供預防及偵測
戒備的能力
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IT Security Training - IT Staff

( Open Web Application Security Project)

簡報者
簡報註解
定期自我素描，找出漏洞



Online Training

31

1

2

3

Click to watch 
training video

Click to download 
presentation file



Recommendations
Strengthen IT governance and formulate IT security policy

Incorporate IT security as an integral part of digitalization of 
social services
e.g. performing Security Risk Assessment and Audit (SRAA) regularly, planning and budgeting for 
vulnerability fixing/ system updating, protection of IT assets, detection of cybersecurity incidents

Build the mind-set and awareness of IT security in the 
organization 
e.g. by training, phishing e-mail drill

Get prepared for emergency response
e.g. system recovery, maintaining public relationship, stakeholder management

32
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ITRC contact point
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Peter Cheung
Analyst Programmer
T: 2922 9264
E: peter.cheung@hkcss.org.hk

Eric Tang
Manager, Project Management
T: 2922 9263
E: eric.tang@hkcss.org.hk

Ricky Fung
Deputy General Manager
T: 2922 9268
E: ricky.fung@hkcss.org.hk

mailto:peter.cheung@hkcss.org.hk
mailto:eric.tang@hkcss.org.hk
mailto:ricky.fung@hkcss.org.hk
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