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----- Current Situation

* The existing front gate / sub gates are using
and which require

= users and volunteers enter
and exit the gate / sub gates, and office door over

* In which, over 300 times
, Which is very
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--Project Objectives

The physical keys may be lost or duplicated without
authorization, which cause security breach.
Development of the Biometric System can improve the
accuracy of identification and authentication.

Saving the time cost of staff to manage the gates/doors
and the waiting time of the users.
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-Technical Application

8 units of Biometric access controls

Backup database in the Network-attached storage (NAS)

Installed the application in computer with authorised access @

Features ofthe System

Fingerprints registration for potential users

Biometric authentication management

Access control which can control the time of access round-the-clock for
different types of potential users

User account management

Report generation for administration and monitoring purposes

DN NI N

ANERN




—0OX

--Project Development Timeline

Int I ti Q N
nternal meeting Tendering @
Consultation meeting System Installation
Explore possible venders User Acceptance Test
Draft proposal |
|
7/24-12/24 M 12/24-3/25 M 4/25-5/25 pHH 6/25-8/25 p—e
N
Submit application Security Risk Assessment
Re\(lse proposal and Audit (SRAA)
Project approval Privacy Impact
>»‘>“>“ e Assessment (PIA)

Production Rollout
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...System and Data Security

For system:
1. With the firewall installation, the system can only be accessed within the intranet of the Home

2. Password protected for the computer and NAS
Device Access Control  Reports ~ System - —

For personal data : g
1. The name of user is masked a
2. The fingerprint image is stored digitally g

and cannot be reverted v 3
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Explore possible venders User Acceptance Test
Draft proposal |

L 7 =
7/24-12/24 |-| 12/24-3/25 |—| 4/25-5/25_H 6/25-8/25 e

SUb"}‘l application Security Risk Assessment
Revise proposal and Audit (SRAA)
Project approval Privacy Impact

Assessment (PIA)
Production Rollout
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Biometric access controls device

One of the gates Office door




Hello calvin,Welcome to Security System

©

Time Zones

. Holidays ' Real-Time Monitoring
: 4 v | 4 :
Device Personnel ﬂ é

Door Setting Reports

Personnel Profile |_Details | Access Levels |

&

PersonnelD 1 . Department b
L
FirstName 08001 Card Number 9847 &
et _______} 964 __| -
) Access Levels
LastName Mobile Phone 0] "
Gender Male v Hired Date 2025-06-24 * b
(Optimal Size 230x230 Pixel)
Password Bifthday 2025-06-24 -

Email Privilege Personnel v

FingerprintReq. [N L
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.... Project Benefits

For the agency
v for issuing keys and changing the lock when
someone lost the key

v

v with digital records of attendance for the
staff and the users

For the staff

v to open the gates / office door

v in paying attention to the gates / office door

For the service users

v at the gates

v" Create a more by making it convenient to enter the
children’s home




g@e

0>

Insights /
Learning

Smart Gate Access System




—OX

v

Spend adequate time for internal meeting, consult the expert, collect
staff opinion and gain their buy-in, contact possible vendors

For small NGOs, it is recommended to appoint a staff with IT
knowledge to co-ordinate the project or to enlist assistance from
consultant
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